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Spring update 
 
 

1 Satchel One, change of compliance status 
 
We have downgraded the above to Category C within our Processor list following a 
complaint from a customer regarding their misuse of data. Fundamentally that means that 
we do not consider them to be fully compliant with the requirements of DPA 2018. 
 
The error itself is not the reason for the downgrade, mistakes can happen – and will, even in 
the best of organisations.  No, it is the bland manner of their response that we take issue 
with, most particularly the following statement:- 
 
As notices and announcements are displayed on each school's public homepage in Satchel 
One, all of the information temporarily shown could be accessed by any user by navigating to 
the school's homepage. 
 
An impossibly insecure situation, plus 

 
If a teacher would like to create a notice and share confidential information, we ask that they 
put this in an attachment and then lock it by clicking the padlock icon to ensure that only 
students or parents from that school are able to download and view it. 
 
Satswana believes this to be the antithesis of “privacy by design and default”.  No supplier 
today should be expecting their users to “know” that they have to perform a special function 
that involves specialist training in order to ensure security. 
 
We are further concerned at their apparent claim to be a Controller of data, this is also what 
they publish:- 
 
We no longer import parent data from schools, which would require explicit consent from 
parents through the school. Instead, we give parents who wish to use our service the chance 
to sign up themselves where we elicit their consent through our platform. 
 
That obviously raises questions regarding how they get the initial data from a new school 
adopting their service, but in this instance the school was regarded as being the controller 
by the affected parents as regards the breach, and they had to sort it out.  Satswana believes 
they should be a Processor, answerable to the school as the Controller. 
 
Satswana merely reports its concern and sets out what it believes to be the case.  It is for the 
user to consider the associated risk and consider their response.  Usually suppliers are quick 
to correct their position and we hope that will be the case here. 
 

2 Bett Show 
 
Satswana attended this show in order to benefit from the Microsoft Privacy and Security 
seminar which was surprisingly poorly attended, which meant that many people will have 
missed out on hearing some of the most senior initiators of change explain what the future 
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holds.  Just where that perhaps leads will become the basis for a further paper on strategy 
and implementation for our customers at the start of the summer term. 
 
But the show itself was awesome for its sheer scale, with vast displays of magnificent and 
beautifully designed stands, ably manned by capable and enthusiastic people.  The entirety 
paid for in one way or another from your budgets. 
 
Of course it is all a glamourous, but temporary, illusion – whose short lived nature probably 
justified the paucity of real buyers.  Indeed it is the heretical view of Satswana that many 
exhibitors were selling ‘yesterday’s’ solutions, and that the glitz of today will inevitably be 
the dust of tomorrow. 
 
If they had paused to wonder whether they had anything to learn, and attended the 
Microsoft seminar, they would have heard about the work being done by Catholic Education 
in Western Australia.  Their systems integration is not totally transferable to the UK, not 
least because matters of admissions and the integration requirements of the Department of 
Education do need specific interfaces.  But their concepts resonated entirely with the 
direction that Satswana believes should be the future, and it should make current suppliers 
tremble. 
 

3 Change! 
 
Which brings us again to the eternal subject of change “the only constant” – in that this was 
first postulated by Heraclitus of Ephesus (c. 535 BC – 475 BC he was a Greek philosopher, 
known for his doctrine of change being central to the universe) it is, together with the 
strategy of Sun Tzu (545 – 470 BC) a reminder that we have all had to face this throughout 
history. 
 
(Fascinating that they both lived at the same time, could they possibly have met?) 
 
Even if the basics apply they could not have conceived of the current pace, and candidly 
none of us can expect to enjoy having to abandon the happy certainties of knowing how our 
systems operate, having to learn something that is distinctly different, possibly indeed 
beyond our experience and training. 
 
This poses two challenges, the first arising from a statement that Satswana noted recently 
from a learned commentator:- 

“Cyber security is not just a technological matter for the IT department, but an enterprise 
risk management issue that requires board-level attention.” 

That is all very well, but what if the “board level” within education has always left it to (and 
relied upon the advice of) the IT department?  Heads will have been dedicated to teaching, 
not computing, and the paper based systems they were familiar with did the job perfectly 
adequately. 
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Satswana would wish to contribute three arising thoughts to you.  First, whilst 
acknowledging that it may be outside your comfort zone, please take charge regardless 
because it is no longer IT per se, it is the direct management of the school, and you must 
lead it.  Secondly, issues that used to be horribly complex are getting much easier – to the 
point that if it cannot be explained in a manner that you understand, then it is probably the 
wrong product being promoted by an incompetent person.  Finally you should be expecting 
us as your DPO to make sure that it is made comprehensible to you. 

However one of the issues you will quickly recognise brings us to the second arising point, 
which is that quite regardless of what our actual job is the future employee in any role is 
going to have to be fluently capable with “information” delivered increasingly seamlessly on 
many mediums, including a smart phone.  It is a paradox that many of your students are 
already there, the moment they get a phone it becomes an extension of their fingers – and a 
desperate distraction! They will never feel the barrier that some might feel right now. 

But therein lies a clue to the future, because the products they are using are seamless, 
intuitive, wonderfully designed and delivering benefits that justify any effort required 
learning their use.  They are not the klunky, old fashioned, unstructured and poorly 
presented programs of the past, which required extensive training before an “expert” could 
do anything with them. 

You WILL understand and be able to use the product, because if you do not, then it is no 
good, and will not become adopted!  Demand simple explanations! 

4 Identity lost? 

We were actually pleased to note that a child had seen his identity subsumed to being 
“Harry 2” with the parents complaining. 

That led the ICO to clarify ‘While data protection law gives special status to the data of 
children, it does not prevent a child’s full name being written on a schoolbook.’ 
 
Satswana constantly campaigns against the myths that arise from over thinking regulation 
and mistakes can be just as bad when they cause organisations to take privacy too far as 
when they don’t go far enough. 
 

5 Wifi on your phone? 
 
Naturally enough when we are at home or at our place of work we will stay logged onto wifi, 
but recent reports have identified the dangers of leaving it on when you travel elsewhere 
since you may connect to a rogue source that has anything other than your interests at 
heart! 
 
This is especially true when it comes to coffee bars or similar public spaces.  Possibly we can 
all recall the joy of finding an unprotected source that we can log onto and update our email, 
but now that we know it could be an exploiter then it is clearly unsafe to do so.  If you travel 
a lot an alternative is to buy a dongle that connects to the GSM network – yes you have to 
pay, but data lasts a long time just downloading email. 
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So the recommendation is to turn wifi off when you are not at a secure location.  You will 
find there is an added benefit from a battery that lasts longer, since the phone will not be 
hunting for a signal all the time! 
 

6 Another Quango 
 
Once again we are most grateful to the school that brought this matter to our attention so 
we can share it with you.  
 
Hot on the heels of discovering a quango called “the Surveillance Camera Commissioner” 
comes another – this time “The Copyright Licensing Agency”, and it is a condition of the 
licence (that you possibly did not know you had [but which is paid for apparently by the 
Department of Education]) whereby you “must cooperate” with their data gathering 
exercise.   
 
One of the five documents they print on their website is a Privacy Policy, so that is OK then.  
Unsurprisingly one is a copyright notice and another their terms of use.  The remaining two 
are an accessibility and anti-slavery policy – so “virtue signalling” is alive and well at this 
organisation. 
 
Of course you will be pleased to hear that they are a non-profit, but when you see the 
endless list of board members and senior leadership team (all with qualifications in 
disciplines you have never heard of) you might wonder how they could ever distribute any 
money. 
 
Put as simply as possible their purpose would appear to be to share fees for the use of 
copyright material out to the rights holders, and if you are “randomly selected” then ‘your 
staff will be required to follow two very simple procedures’ (sic), for which they require the 
name of the SLP (Schools Liaison Person – of course, you knew that!) – And you must tell 
‘your receptionist’ that their “Royalties Officer” will be calling. 
 
Mind you they say, “This is not a policing exercise”, but (this bit heavily underlined in the 
letter) “your Royalties Officer will clarify which licenses additional to your CLA licence will be 
included in this exercise.” Since it would appear that almost anything that is truly useful is 
excluded then (if you are copying from newspapers for instance) they will doubtless be 
seeking more revenue from you for a licence covering that. 
 
To Satswana this all seems very heavy handed and we are sure it will be a most unwelcome 
intrusion on the time of schools.  We assume (but it is not made clear) that the CLA require a 
data logging exercise over a defined period, from which they will produce their figures based 
on a statistical sample.  We despair at yet another unremunerated demand on the time of a 
schools administration. 
 
Did we say that DfE pays?  Not really, County apparently de-delegates (which we understand 
means keeps) funding from your initial allocation to cover the cost of 'Licences & 
Subscriptions'. Since their charging basis is totally opaque you may want to check that you 
are not paying too much. 
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7 Using a “Sandbox” 

 
Originally a military term where a box of sand was used to contain (hopefully!) the explosion 
of a grenade or such like that had become unstable; the word has been adopted to describe 
a safe environment in which you can test files without blowing up your PC. 
 
Windows 10 Pro offers a version but it has to be turned on by searching for “Turn Windows 
features on and off” and should be restricted to competent users who will establish that it 
creates a unique virtual machine that is apart from the rest of the PC. 
 
A specific use is to check an unknown or unrecognised USB stick, since it is a favourite 
criminal trick to leave one lying on the ground for the unsuspected to pick up.  The natural 
action then is to try and locate the owner by checking the content – then wham, you have a 
virus!  Open it in a sandbox please. 
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