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1 Data Protection Fees 
 
Candidly these are annoying – but even more tedious if you have either a dormant or 
exempt Limited Company, as many might have for various reasons. From 25 May 2018, the 
Data Protection (Charges and Information) Regulations 2018 require every organisation and 
business (including sole traders and partnerships) processing personal data to pay a data 
protection fee to the ICO, unless they are exempt.  Schools clearly fall into this category, but 
every limited company is getting a letter from the ICO that you must not ignore, otherwise 
they will assume you are a defaulter.  Go to the website please and tell them you are 
exempt or not trading! 
 
2 Request for a copy of an incident on CCTV? 
 
Some thoughts regarding what your response should be following a query from a customer. 
 
The first question was whether or not this should be regarded as a subject access request.  
We felt not, because it was entirely specific to a nominated event and a singular instance of 
content, indeed since an employee was injured we felt that it was not so much GDPR as 
Health and Safety, indeed perhaps safeguarding.   
 
We record video for security, safety and reputational purposes, so if an event occurs that 
requires study, then is it totally appropriate that the image is used to identify – possibly in 
this case an assailant? 
 
Indeed do we suggest that as a matter of pastoral care somebody should establish whether 
there is a continuing issue and determine what the information is needed for? The image 
would be regarded as the copyright of the School, so you would have to consent for its use 
in any other application, for an insurance claim for instance. 
 
It will be your decision as to whether it is appropriate to provide a copy. 
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3 Renewing your HTTPS certificate 
 
Satswana promotes that all our customers websites should be protected by the security 
certificate that appears as HTTPS instead of HTTP, not least because most browsers these 
days will state that access is insecure if it is not protected. 
 
So it was really embarrassing the other day when we realised that our own certificate had 
not been renewed and our website was being flagged as insecure as a consequence.  Red 
faces for us, and lesson learned to be passed on!  Please make sure that your certificates are 
renewed in time! 
 
4 Windows 7 Support 
 
Support for this much loved version ceased on January 14th, so if you are still to change then 
you really now have to bite the bullet.  For those of us who have always hated finding our 
way around a new release you will be pleased to know that Windows 10 will be 
incrementally upgraded online, so changes will always be small and you will not have to go 
through the trauma again! 
 
5 ICO Decision 
 
One of the protections for a public authority from a subject access request is when we can 
respond that the request is “a manifestly unjustified, inappropriate or improper use of a 
formal procedure”.  The almost knee jerk reaction of the applicant is to make a complaint to 
the ICO.  Satswana does not relish being complained about, and we can never be certain of 
the outcome, so it was comforting the other day to receive a determination that said “I can 
see that you are relying on section 14 of the act to refuse Mr xxxx request, which you are 
within your rights to do so.” 
 

6 ICO accountability principles 
 
Whilst on the subject of the ICO they recently published “accountability” guidance as a 
number of principles, reproduced as follows:- 
 

a) Implementing data protection policies; 
 

b) Recording your processing; 

c)  Taking a data protection by design and by default approach; 

d)  Having written contracts in place with processors; 

e)  Implementing appropriate security measures; 

f)   Recording and, where necessary, reporting data breaches; 

g)  Appointing a data protection officer; 
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h)  Establishing processes for handling data subject rights’ requests; and 

i)   Carrying out data protection impact assessments. 

We feel that all Satswana customers will be able to tick off their compliance with all of these. 
d) is specifically covered by our provision of approved processor lists, please let us know if 
you need a copy of this document. 

 
7 Ricoh, or ricochet? 

 
Satswana were somewhat appalled when a customer decided to change their photocopier 
and received a pretty naked attempt to extort a significant fee from them, starting with the 
statement “Did you know there are numerous areas within our equipment that store data?”  
They then referred to the DPA 1998 as justification for a “service” to remove the data.  If you 
are faced with this, please reflect that under DPA 2018 all processors must contract with 
data controllers to manage personal data, and if a contract ceases they must delete it.  The 
school concerned responded appropriately sharply! 
 
Fact is that many items of modern equipment are installed with hard drives, or other means 
of storing data, and thought has to be given to what happens to the data when you decide 
to dispose of them. 
 

8 Password templates 
 
It was a clever question, “can we offer something as a template for passwords”, and it made 
us think!  This is how we responded! 
 
If you want the full nine yards can we refer you to the NCSC website here 
https://www.ncsc.gov.uk/collection/passwords 
 
But the current “short form” advice would be to use a password that you can easily 
remember, but which is complex in its construction so it cannot be attacked with what is 
described as “brute force”. 
 
One approach might be to use a phrase that has meaning to you, such as yellow boat.  If you 
then put a number in front of it, and capitalise the first letter, you get a pretty strong 
password. 
 
Add a special character at the end (such as an exclamation mark) and it becomes even 
stronger.  In this example it becomes 1Yellowboat! 
 
Recent opinion has favoured sticking to a password that you do not have to write down, 
rather than the former advice to change it frequently. 
 
Sadly there are examples of passwords becoming compromised, and it is not only wise to 
then change them, but also not to use the same one in every program. 
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But if you change them around something that you are familiar with, then that becomes less 
of an issue.  Thus 2Yellowboat! Is different, as is 1Blueboat! 
 
The important thing is that it should be complex enough, and yet memorable to you – in a 
manner that a third party will not guess. 
 
So, in our example, do not have a blog about sailing your yellow boat!! 
 

9 Something completely different 
 
Absolutely nothing to do with GDPR, but if we have navigated that successfully, can we also 
navigate by the stars?  Thanks to an inspiring “Sky at night” programme may we bring you 
the North Star, otherwise known as Polaris, and to be discovered by following the two stars 
at the opposite end of the “handle” of the Plough. 
 
Three fabulous facts, the first being that Polaris is always due North wherever you are in the 
Northern Hemisphere.  Secondly, the angle between you and the star is your Latitude! 
Finally, because all the stars appear to revolve (anti-clockwise) around Polaris – of course it 
is actually the Earth that is spinning – the constellation known as the Plough moves around it 
as a back to front clock. 
 
So next time you are gazing up at the stars you can tell your direction, position and the time.  
It is a wonderful world! 
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